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ePortfolios
and Managing Privacy Learners

ePortfolios are becoming increasingly popular as tools for undertaking course 

work, collating evidence of achievements or for seeking employment. ePortfolios 

by their very nature contain a lot of personal information, some of which may be 

quite sensitive. This brochure helps you to manage the privacy of your personal 

information in your ePortfolio.



What is privacy?
This brochure is about privacy and your personal information in your ePortfolio, and your right to control 
the access and use of your personal information.

Privacy is the ‘right to be left alone’. People seek privacy in many aspects of their lives - their homes, 
their communications, their health and information about them.

Privacy is not an absolute right. While it’s preferable for you to have a choice about what information 
about you is provided to others, sometimes there won’t be a choice. You may have to give some 
personal information to purchase something from a website or get government benefits.

In Australia, privacy laws protect your personal information. Under these laws organisations are 
responsible for handling your personal information properly. If you think an organisation has mishandled 
your personal information, you have the right to make a complaint.

In practice, the laws mean that you have the right to know how your personal information is being 
handled and protected. This means you should be able make informed decisions about what personal 
information you handover and, where possible, how your personal information is used, how much is 
shared and with whom it can be shared. You also have a right to ask to see any information about you 
which is held by an organisation, and to have it corrected if it is wrong.

Why protect your privacy?
Inadvertent disclosure of your personal information could have considerable consequences, ranging 
from embarrassment, harm to your reputation, to impact on current or future employment, and can 
increase the possibly of identity theft.

As your ePortfolio can act as your personalised online space to demonstrate your skills and experiences 
to lecturers/tutors, peers and employers, it contains a lot of your personal details, so it is best to manage 
your ePortfolio carefully.

The following information provides some general guidelines to help you manage your own privacy 
when using your ePortfolio. In most cases, your ePortfolio provider will also have some responsibility 
to help safeguard your personal information. It’s a good idea to also refer to their privacy policy.

Knowing who can access or view your ePortfolio
As your ePortfolio is your personal online space you should be able to control who can see what and for 
how long. Ensure you are aware of what information in your ePortfolio is automatically or ‘default’ public 
information and what can only be seen by you or is ‘private’. Sometimes you won’t have a choice, 
for example, where an ePortfolio is used as part of a work placement or a work or study assessment 
process.

Like any online or shared space, there will be someone responsible for administering and managing the 
site. This may be someone who is especially assigned to this role (eg ICT manager) or it may be your 
lecturers/tutors, mentor or employer. This person is often known as the ‘site administrator’, and they 
will have the ability to access all areas of your 
ePortfolio space. This is only likely to happen 
if there has been a report about inappropriate 
or objectionable materials from your ePortfolio 
or you have requested help to find some lost 
information or functionality.

Most ePortfolio systems will also have the ability 
to keep a ‘log’ of your activity in the ePortfolio 
site. This log can build a ‘picture’ of what you are 
doing in your ePortfolio and it can be viewed by 
the ePortfolio site administrator and sometimes 
your lecturers/tutors, mentor or employer.



Your ePortfolio provider may be required by law to act if you add content to your ePortfolio which is 
deemed illicit or offensive or breaks any of the following laws:

a) laws relating to copyright, intellectual property, and the ownership of data, information and 
software;

b) laws relating to harassment, discrimination, defamation, breach of confidence and the protection 
of personal privacy;

c) the criminal laws of the Commonwealth or your state;

Sometimes your lecturers/tutors, mentor, employer or ePortfolio provider may wish to share relevant 
parts of your ePortfolio with external bodies i.e. auditors or licensing authorities, to demonstrate you have 
achieved a qualification. Alternatively by default, a mentor or assessor may be able to see everything 
you do in your ePortfolio. Make sure you clarify with your ePortfolio provider who can see which parts 
of your ePortfolio. As a general rule, if you want some information to remain entirely private then 
perhaps it’s not suitable for your ePortfolio. Table 1 provides an example access matrix which gives 
you some indication of when you might provide access to others.

Table 1: Example Access Matrix

Content Roles

Learner Manager of 
Learner Info

Site 
Admin Tutors Other 

teaching staff Employer Wider world  
(eg. www)

Qualifications     Where relevant With consent With consent

Assessment results     Where relevant With consent With consent

Assignments      With consent With consent

Work samples  With consent  With consent  With consent With consent

Works in progress  With consent  With consent   With consent

Personal details  Where relevant  Where relevant   With consent

CVs  Where relevant   With consent

Reflections  With consent    

References  With consent   With consent With consent

 Source:  VET EPortfolios Privacy Guidelines, Australian Flexible Learning Framework, 2010, page 8

If you are uncertain about who can access your ePortfolio, ask your lecturer/tutor, mentor, employer or 
ePortfolio provider. 

What happens to your ePortfolio once you finish a course?
Gaining access to your ePortfolio after you have left a course or an employer is important but not always 
possible. Check your ePortfolio provider’s policy to find out whether this is possible. Alternatively, you 
may be able to transfer your ePortfolio content to a different ePortfolio system such as that of your 
employer, a different training organisation or professional association.

Finally, it is important to know whether there is a point at which your ePortfolio will be deleted, for 
example, if it is inactive for a certain period of time. In some instances, you may need to delete or export 
the information but be aware that there may still be ‘archived’ versions of your ePortfolio stored on the 
ePortfolio provider’s server.



Some tips to protect your ePortfolio privacy 
Some general rules to protect the information in your ePortfolio 
include: finding out how you can back up the contents of your 
ePortfolio; never share your login and password with anyone; 
and ensure you have anti-virus/malware protection on your 
computer.

Knowing your audience
Although you may think your achievements, interests and ideas 
are important, you still need to be mindful of your ePortfolio 
audiences and consider:

• any cultural sensitivities of the viewer 
• the right of confidentiality of other person’s work who may have helped you create the contents of 

your ePortfolio ie comments from an employer or a group project
• the mandated reporting responsibilities and actions of the people reading your ePortfolio ie some 

sensitive/inappropriate information may require the reader to report this information to an authority 
by law

• the intellectual property of others ie sharing an employer’s competitive advantage or trade secrets 
To ensure anonymity of the source of information, use generalised statements eg ‘Customer A or 
patient X at ABC College or Hospital had the following .... etc’. Also consider what your ePortfolio 
is saying about you and your professional online identity.

Know the limits of use of your ePortfolio
When using an ePortfolio with a training organisation or as part of a professional association or with 
your employer, make sure you are clear about what you can and can not use your ePortfolio for by 
reading the terms and conditions of use provided by your ePortfolio provider.

Knowing which sections of your ePortfolio are private and which are likely to be shared with others will 
help you determine when and where to record personal notes or sensitive information.

If you have any questions or if you would like anything clarified about what you can use your ePortfolio 
for, ask your lecturer/tutor, mentor, employer or contact your ePortfolio provider. You will usually find 
your ePortfolio provider’s contact details in the ‘Contact Us’ section of your ePortfolio site – if you are 
uncertain speak to your lecturer/tutor, mentor or employer.

Linking to external websites from your ePortfolio
The internet offers a variety of websites to share, collaborate and network eg Facebook, Flickr and 
YouTube. When linking to these sites from your ePortfolio, consider what other information (yours, your 
social networks and the general public) is accessible which may contain images and comments that 
may not be appropriate for your lecturer/tutor, mentor or employer to see. If you are unsure about what 
might be visible or appropriate then ask a good friend or a trusted colleague, lecturer/tutor, mentor or 
employer to view your links before sharing them more widely. Table 2 provides some examples of when 
you might use your ePortfolio over an online social network or when not to share information online.



Table 2: Using your ePortfolio vs online social networks for sharing information

Content Your ePortfolio Online Social Network Perhaps don’t share online

Qualifications
Details of results, academic 
achievement, such as academic 
transcripts, parchments and testamurs

Qualification titles and 
issuing organisations

Courses which may compromise 
your professional identity or 
show other people’s results

Assessment 
results, 
Assignments

Learning experiences like work 
samples with anonymised information, 
assignments/assessments and 
learning journals

Social or professional photo 
and video sharing which have 
participants’ permissions

Confidential work samples 
or reports which contain the 
intellectual property of others

Work samples, 
works in 
progress

Skills gained from volunteering, team 
or society membership

Social and out of hours 
activities

Private family and friends’ 
information

Personal 
details/CV

Personal details used for CV or 
resume or by referees

Work history excluding 
personal details like an 
address or phone nos

Anything you would not want 
others to know about you

Reflections Personal reflections, contributions to 
intranets/internal discussion forums

Professional reflections 
which demonstrate social 
experiences, workplace or 
specialist knowledge

Personal details that identifies 
a patient, customer or personal 
information etc

References Details of professional networks Details of friendships and 
relationships

Belonging to a network that 
compromises your professional 
identity

Getting assistance to maintain your privacy in your ePortfolio
If you are uncertain or uncomfortable about a request for including or accessing information in your 
ePortfolio, seek advice from a lecturer/tutor, mentor, student counsellor, peers, ePortfolio provider or 
consult the ‘Private I – Your Ultimate Privacy Survival Guide’ -  http://www.privacy.gov.au/topics/youth

Example to highlight privacy issues when using an ePortfolio
The following example highlights how privacy may be compromised when using an ePortfolio. 
Using an ePortfolio to gain employment
Jamie has been running her own home garden maintenance business for several years. Recently she 
became interested in using some of her creative talents and enrolled in a ‘Garden Design’ accredited 
course at her local university. As part of her course work, Jamie has been developing an ePortfolio 
supplied by the university, which contains examples of the work she has been doing for her own clients 
as part of her business, as well as the work which has been set by her instructor at the college to 
complete. Jamie’s ePortfolio also allows her access to her course results from the training organisation’s 
student management system.

Jamie will finish her qualification this semester and would like to formally start her own garden design 
business, using examples from her ePortfolio to promote the types of work she undertakes to potential 
clients. She would also like to gain membership of the Professional Garden Designers Association by 
demonstrating she has the required qualification and skills to be a member through her ePortfolio. At 
the end of her course, Jamie will need to export a copy of her ePortfolio, which she can save either onto 
a CD or import into a compatible ePortfolio system.
The major privacy issues here are likely to be:

• Jamie’s ePortfolio contains her course results in her ePortfolio and so she will need to be sure that 
not everyone accessing her ePortfolio can see these results.

•  As Jamie is using her ePortfolio for her own purposes, as well as to meet course requirements, 
she will need to make sure this is allowed under the ePortfolio provider’s terms and conditions of 
use.

•  Jamie’s ePortfolio holds examples of her clients’ gardens, so Jamie will need to make sure she has 
the permission of the client to share these examples with others or use ‘anonymous’ information.

•  Jamie will want to make sure she knows what will remain on the ePortfolio provider’s system after 
she has exported her ePortfolio.

http://www.privacy.gov.au/topics/youth


For more information about privacy and ePortfolios:
Visit www.ePortfoliopractice.qut.edu.au to access these other concept guides about privacy and ePortfolios

• ePortfolios and managing privacy for academic staff 
• ePortfolios and managing privacy for institutional information technology managers

Need more information about ePortfolios:
Visit www.eportfoliopractice.qut.edu.au to access these other concept guides and ePortfolio examples

• ePortfolio concepts for learners   
• ePortfolio concepts for academic staff  
• ePortfolio concepts for information technology and teaching and learning support services
• ePortfolio concepts for institutional managers 
• ePortfolio concepts for employers, professional bodies and career services 
• ePortfolio concepts for employees

Further reading
Australian Flexible Learning Framework, (2010), VET EPortfolios Privacy Impact Assessment Research Report - 

Available from http://www.flexiblelearning.net.au/files/VET_EPortfolios_privacy_impact-assessment-RRF.pdf  

Australian Flexible Learning Framework, (2010), VET EPortfolios Privacy Guidelines - Available from 
http://www.flexiblelearning.net.au/files/VET_EPortfolios_privacy_guidelines_FINAL.pdf  
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